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2 PURPOSE

In keeping with the principles of defense in depth required by references 1.1 and 1.2, this 
document establishes interim technical guidance on detailed configuration settings for 
known, identified combinations of ports, protocols, and services (PPS) for perimeter defense 
(firewalls, etc.) implementations for networks connected to the NIPRNET, and for networks 
connected to the NIPRNET while simultaneously having an approved connection(s) directly 
to the Internet. The detailed technical guidance on specific PPS is found in the tables in 
Section 0 of this document. It is also available at http://www.cert.smil.mil. These tables 
provide detailed configuration settings for known, identified combinations of ports, 
protocols, and services (PPS). The guidance includes recommended security 
countermeasures for minimizing the vulnerabilities for use of risky PPS that are used by 
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essential applications. This technical security guidance provides the basis for evaluating the 
level of technical risk and recommended mitigation of the various PPS.

3 BACKGROUND

This guidance responds to a network management need identified by the Information 
Assurance Panel (IAP) of the Military Communications-Electronics Board (MCEB). This 
interim guidance provides for all users of the NIPRNET, including DoD, other government 
agencies (for example USCG, FAA), and selected commercial contractors, while waiting final 
staffing and publication of appropriate directives in the 8500 and 6500 series. The guidance 
supports several goals: 

• To ensure interoperability across NIPRNET for all users, e.g. DoD CINCs/Services/
Agencies (C/S/As);

• To mitigate common risk within the NIPRNET user community; 
• To create a common development environment by providing security guidance to 

system developers.

The understanding of mutually accepted risk within the NIPRNET seeks to provide 
maximum interoperability with an emphasis on security. The logic is that all participants 
inside the NIPRNET share a common level of risk to their systems, defined by the protections 
established at the NIPRNET/Internet boundary, and the minimum level of protection found 
at all internal enclave boundaries to the NIPRNET backbone. An enclave is any network 
under the operational control and authority of a single organization with the responsibility to 
define and implement security controls. The guidance includes DoD community 
requirements for perimeter defense implementations with detailed configuration settings for 
PPS and recommended security countermeasures for minimizing the vulnerabilities for use 
of risky PPS that have an inter-C/S/A operational requirement. A description of the 
evaluation process is included as Attachment A.

4 SCOPE

This guidance applies to all DoD Components and government network security devices 
serving as network boundaries to the NIPRNET, to include in garrison and deployed 
implementations. It also applies to security boundaries of networks with approved 
connections directly to the Internet. The scope of this document is to provide common 
configurations for PPS used to communicate with other users on the NIPRNet.

4.1 PROTOCOLS ADDRESSED

This guidance is limited to protocols that correspond to the Internet Protocol (IP) Suite as 
described by IANA. This interim guidance only covers the three most widely used and 
needed protocols: Internet Control Messaging Protocol (ICMP) (protocol 1), Transmission 
Control Protocol (TCP) (protocol 6) and User Datagram Protocol (UDP) (protocol 17).

4.2 VIRTUAL PRIVATE NETWORKS

A Virtual Private Network is an encrypted tunnel that can transport Internet protocols 
securely between enclaves depending on policy. This document does not extend to DoD/
2 C-3, November 7, 2002



TRICARE SYSTEMS MANUAL 7950.1-M, AUGUST 1, 2002
CHAPTER 1, ADDENDUM B

NIPRNET PORTS AND PROTOCOLS SECURITY TECHNICAL GUIDANCE
government service or agency internal network boundaries or their use of Virtual Private 
Networks (VPN). Within such enclave networks and enclaves extended via VPN, the use of 
ports and protocols services will be governed by internal organizational policy. Authorities 
operating VPNs are responsible for security controls over data content traversing their VPN 
connections.

Additionally, VPN are used to securely extend enclaves and to link organizations. When 
an organization uses a VPN to bypass other security processes (e.g. firewall, intrusion 
detection systems) they potentially introduce new vulnerabilities to the network. The 
assumption is that the lowest common security policy will apply unless the VPN is subjected 
to firewall rules. Hence, it is recommended that VPN traffic still be subject to firewall rules 
because of the possibility of differing security policies and postures between organizations.

Security managers may consider allowing use of selected PPS listed as Red (high risk) 
between enclaves of a given NIPRNet user through a VPN connection. This technique would 
hide the PPS from implemented perimeter defense security solutions and allow traffic that is 
not nominally conforming to this guidance. However, it is essential to keep in mind that such 
action could expose either enclave involved in the VPN to added risks from the other. Should 
this happen, the newly exposed enclave could in turn endanger other enclaves on the 
NIPRNET using allowed connection external to the VPN. Therefore, this analysis for each 
case to allow Red traffic through a VPN should include the possibility of this policy 
endangering other enclaves not party to the VPN. 

4.3 ADDITIONAL RESEARCH REQUIRED

This interim guidance does not cover a variety of known port and protocol combinations 
such as those used by collaboration tools. Future guidance will address such items as 
research progresses.

5 GUIDELINES FOR TECHNICAL GUIDANCE DEVELOPMENT

5.1 GOALS.

The goal is to balance three equities for the NIPRNET:

• Security - recognizing the need to establish an acceptable level of shared 
NIPRNET community risk.

• Systems integration - recognizing the need to provide predictability for 
developers in development of interoperable DoD applications/systems by 
providing program managers predictable perimeter defense conditions through 
PPS standards.

• Inter-service Interoperability - recognizing the need to ensure that applications 
approved by the PPMP will be allowed to communicate through all boundary 
protection perimeters using the PPS required.
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5.2 SECURITY.

To ensure an acceptable NIPRNET community risk is maintained, this technical guidance 
prescribes the following principles:

• A policy of Deny-by-default. Any PPS not specifically addressed in this guidance 
shall have a policy of “Deny.”

• Any PPS too risky to be used shall have a policy of “Deny” and be designated as Red. 
Red PPS’s should not be used between NIPRNET users or between established 
security enclaves. No new implementations or systems shall use Red designated 
PPS’s. Organizations with existing or legacy applications using such Red PPS’s shall 
migrate their systems by redesign or replacement to eliminate the flow of the high 
risk Red PPS across the NIPRNET.

• PPS with associated risk, but operationally necessary, shall have a policy of 
“Conditional, Deny, or Allow,” require specific security countermeasures to be 
invoked, and shall be designated as Yellow.

• PPS with acceptable security characteristics shall have a policy of “Conditional, Deny, 
or Allow” and shall be designated as Green.

5.3 RISK DESIGNATIONS (COLOR CODES)

Here are descriptions of the basis for technical security analysis for PPS for each of the 
three general risk designations, Red, Yellow, and Green.

5.3.1 Red

PPSs designated as having unacceptably high risk for use across the NIPRNET. 
These PPSs are those services that have been determined to have exploitable vulnerabilities 
that may permit a remote attack, or reveal information regarding the network architecture. 
Red risk designation is also applied to services that are no longer used because the 
functionality is provided by a more secure service. Additionally, there are no known 
acceptable mitigation strategies to reduce the risk to an acceptable level. This designation 
serves as a guide to the acquisition community and to developers of the services that shall 
not be used in developing applications for use across the DII. The information in Section 0 is 
based on evaluations of the combination of port and data service. While the basic guidelines 
include the logic to block or deny any PPS not listed in the table, there are a number of 
known, well-defined services with significant vulnerabilities. These are included in Section 0 
as explicit Red (Deny all) listings to preclude the inadvertent implementation by a new COTS 
or GOTS application on the NIPRNET. 

5.3.2 YELLOW

PPSs with a known level of risk and an acceptable available risk mitigation strategy: 
These PPSs shall be used when there is a current operational requirement between enclaves 
as evaluated in the PPMP process. Risk mitigation conditions levied against these PPS will 
include required boundary protection device configuration. Specific security 
countermeasures shall be invoked as standard policy statements.
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5.3.3 GREEN

PPSs designated as representing best security practices and advocated for use in 
future applications. These are PPS that meet all enforceable existing and future DoD and 
service policies and have an acceptable risk. Migration to these PPSs is desired and will result 
in a lower risk.

5.4 PORT REDIRECTION

Port redirection inside enclaves, not visible on the NIPRNET, is outside the scope of this 
guidance. The initial collection of ports and protocols listed in Section 0 includes those 
recognized as Well Known Ports and Registered Ports, as well as Private Ports known to 
members of the technical working group. In general, recognized data services should operate 
on their accepted Well Known (system) ports. However, the technical working group 
recognized that system architects sometimes use alternate non-standard port assignments. In 
the future these PPS combinations must be registered in the PPMP.

5.5 SELECTED MITIGATION TECHNIQUES

There are a wide variety of mitigation techniques that system architects and security 
engineers may use. Here are discussions of aspects of some of those techniques that may 
assist users of this document in understanding the use or value of them, relative to the 
vulnerabilities. Mitigation techniques are required to reduce the risk of vulnerable PPS. 
Guidance on which techniques should be used with a particular PPS combination is 
provided in the “conditions” column of the technical guidance table located in Section 0 and 
at http://www.cert.smil.mil.

5.5.1 USER AUTHENTICATION.

Advanced technology firewalls are available which integrate user authentication 
into the boundary protection process. When a connection is attempted, an associated user 
authentication can be required to allow the communication. The authentication can be 
integrated with network operating system passwords, with a PKI system, or with firewall-
specific passwords.

5.5.2 CONNECTION CONTROL BY IP ADDRESS OR NETWORK.

Packets can be filtered based upon the source or destination machine IP address. 
Specification can be for the IP address of a single machine, or by network specification for a 
range of IP addresses. IP address restrictions can be stated by data layer Protocol (TCP or 
UDP, for example), or by specific ports to allow or deny. This technique limits the hosts from 
which data communications are accepted. This technique is not 100% effective. It is possible 
to construct packets, which have the IP address of a different machine (IP spoofing). 

5.5.3 AUTHENTICATION BY DNS AND REVERSE ADDRESS RESOLUTION.

The Domain Name Service is a widely distributed database, maintained by a 
variety of authorities. In its current configuration, it is vulnerable to hostile corruption. For 
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that reason, using DNS and reverse address resolution as a means of authenticating remote 
systems is a weak mitigation technique.

5.5.4 DEMILITARIZED ZONES (DMZ)

A DMZ is a useful tool for operating servers, which routinely provide data on 
request to users outside of the operator’s enclave. Web servers (http and https) and ftp 
servers are examples of services especially suited to placement in a DMZ instead of inside the 
principal enclave. One good policy for enclave boundary security is that all connections 
across the boundary must be initiated by an internal system. However, web servers and ftp 
servers always participate in connection sessions initiated from outside their own enclave. By 
placing these servers in a DMZ that allows externally initiated connections, the security 
manager can continue to enforce the policy of only allowing internally initiated sessions for 
all other systems, while allowing the web and ftp servers to operate as designed.

For example, the management of ftp servers requires additional consideration. In 
the default configuration for ftp services, the user (client) system initiates the ftp session on 
the control port, but the server initiates the actual file transfer on the data port. This is 
referred to as the user being in passive mode. However, since the user systems are all inside 
enclaves that should be enforcing the internally initiated connection rule, none of the users 
would be able to connect to the servers. Therefore, ftp systems should be configured for the 
users (clients) to all operate in active data transfer process mode. When so configured, the 
user (client) system not only initiates the control session with the server, but it also initiates 
the data transfer connection on the data port. As described above, this requires ftp servers to 
be operating in DMZ networks, which will allow the externally initiated data connection 
from the user.

5.5.5 INTERNET CONTROL MESSAGE PROTOCOL (ICMP) CONFIGURATION

Internet Control Message Protocol (ICMP) messages are required for proper 
functioning of the IP network layer. It is appropriate to block ICMP message types at the 
perimeter to reduce visibility of the protected network. Block any message types not 
required. Allow only the message types listed in the table at Section 0 to transit boundary 
protection devices. Note the direction of the request to be allowed.

6 ASSUMPTIONS

Services are assumed to adhere to standard Internet Assigned Numbers Authority 
(IANA) ports, unless otherwise stated. Services submitted for approval will identify the ports 
and protocols being used.

These requirements are not to conflict with the Intelligence Community’s (IC) Open 
Source Information System (OSIS) firewall requirements. In cases where a conflict is noted, 
connectivity to C2 and Intelligence, Surveillance & Reconnaissance (ISR) systems will not be 
terminated. Migration to approved PPSs will be worked as part of the PPMP.

The DoD Mobile Code Policy Memorandum addresses services that utilize mobile code 
technologies.
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Service and Agency internal PPS will be registered on the DoD registry however, services 
will have separate approval authority for service internal PPS. The Service Designated 
Approval Authority (DAA) will have sole approval authority for internal PPS use.

Network layer tunneling protocols that obscure protocol and port information, as well as 
data from Intrusion Detection Systems (IDS) and firewalls, require special treatment:

Transport layer and application layer encryption/tunneling are not as objectionable 
because it does not have the capability to carry the full range of attacks of network layer 
tunneling protocols.

Other DoD policy applies to tunneling methods used to protect sensitive unclassified and 
national security related data. 

7 ACRONYMS

AIS Automated Information System
C/S/A CINC/Service/Agency
C2 Command & Control
CCB Configuration Control Board
CINC Commander in Chief
CND Computer Network Defense
COTS Commercial Off The Shelf
DII Defense Information Infrastructure
DMZ Demilitarized Zone
FAA Federal Aviation Administration
GOTS Government Off The Shelf
IA Information Assurance
IANA Internet Assigned Numbers Authority 
IC Intelligence Community
ICMP Internet Control Messaging Protocol
IDS Intrusion Detection Systems
IETF Internet Engineering Task Force 
ISR Intelligence, Surveillance & Reconnaissance
LAN Local Area Network
OSIS Open Source Information System
PPMP Ports & Protocols Management Process
PPS Port, Protocol, and Service
RFC Request for Comment
TCP Transmission Control Protocol
UDP User Datagram Protocol
USCG United States Coast Guard
VPN Virtual Private Network
WAN Wide Area Network
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8 GLOSSARY

Access Control - The process of limiting access to the resources of a system only to 
authorized programs, processes, or other systems (in a network). Synonymous with 
controlled access and limited access.

Allow - A firewall rule set that permits traffic to transit the network boundary, regardless of 
the protocol being used, to communicate from one host (source) to another (destination).

Application - For information assurance purposes, an application is the product or 
deliverable of an Automated Information System (AIS) acquisition program as defined by 
DoDD 5000.1. An application performs clearly defined functions for which there are readily 
identifiable security considerations and needs are addressed as part of the acquisition. An 
application may be a single software application; multiple individual applications that are 
related to a single mission function (e.g., payroll or personnel); or a combination of software 
and hardware focused on supporting a specific mission-related function. Applications are 
deployed to enclaves for operations, and have their operational security needs assumed by 
the enclave. Note. An application is analogous to a “major application” as defined in NIST 
Special Pub 800-18 (reference (z)); however, this term is not used in order to avoid confusion 
with the DoD acquisition category of Major Automated Information System (MAIS). 

Approval - The formal process of enrolling the desired use of a protocol and its associated 
port number(s) on DoD networks.

Attack - The act of trying to bypass security controls on a system. An attack may be active, 
resulting in the alteration of data; or passive, resulting in the release of data. The degree of 
success depends on the vulnerability of the system or activity and the effectiveness of 
existing countermeasures. The intentional act of attempting to bypass security controls on an 
automated information system (AIS).

Authorization - The process of checking the rights (or permissions) to the server resource 
that are allowed for the subject; for example, a subject might be allowed read access but not 
write access to a server resource.

Centralized Management - The concept of using a single, designated management authority. 
It includes system management, program and project management, and product 
management.

Certification - The process of determining the effectiveness of all security mechanisms. The 
comprehensive evaluation of the technical and non-technical security features of an AIS and 
other safeguards, made in support of the accreditation process, that establishes the extent to 
which a particular design and implementation meet a specified set of security requirements.

Conditional - This is a firewall rule set that is denied by default, but may be allowed when 
implemented under additional considerations. Such consideration may require specific 
architectural implementation or the use of additional software to help mitigate some risks 
inherent within those protocols and services.
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Configuration - A collection of an item's descriptive and governing characteristics, which 
can be expressed in functional terms, i.e., what performance the item is expected to achieve; 
and in physical terms, i.e., what the item should look like and consist of when it is built.

Deconfliction - The process to identify and resolve the issues related to any conflicting use of 
a protocol and its associated port number(s) on DoD networks.

Defense Information Infrastructure (DII) - The shared or interconnected system of 
computers, communications, data applications, security, people, training and other support 
structures serving DoD local, national, and worldwide information needs. DII connects DoD 
mission support, command and control, and intelligence computers through voice, 
telecommunications, imagery, video, and multimedia services. It provides information 
processing and services to the subscribers over the Defense Information Systems Network 
(DISN) and includes command and control, tactical, intelligence, and commercial 
communications systems used to transmit DoD information.

Demilitarized Zone (DMZ) - A subnet that is logically between internal and external 
networks. Its purpose is to enforce the internal network’s IA policy for external information 
exchange and to provide external, untrusted sources with restricted access to releasable 
information while shielding the internal networks from outside attacks. A DMZ is also called 
a ‘screened subnet.’

Deny - A firewall rule set that does NOT permit traffic to transit a network boundary across 
a giving port. Protocols or services that commonly use these ports have been determined to 
pose a significant threat to the protected network. Therefore the protocol is not allowed for to 
enter the protected enclave from an untrusted enclave.

DoD Information System - A general term used to refer to an application, an enclave, an 
outsourced IT-based process, or platform IT interconnection.

Enclave - For information assurance purposes, an enclave is a collection of computing 
environments that is connected by one or more internal networks and is under the control of 
a single authority and security policy, including personnel and physical security. Enclaves 
have readily identifiable security needs, provide common IA capabilities, and are analogous 
to general support systems as defined in NIST Special Pub 800-18 (reference (z)). Enclaves 
may be specific to an organization or a mission. They may be sites that are based on physical 
location and proximity or they may be logical. Examples of enclaves include local area 
networks and the applications they host, backbone networks, and data processing centers.

Enforcement - A collaborative process to monitor and control the use of a protocol and its 
associated port number(s) on DoD networks.

Firewall - A system or combination of systems that enforces a boundary between two or 
more networks. A gateway that limits access between networks in accordance with local 
security policy.

Internet Assigned Numbers Authority (IANA) - See http://www.iana.org/.
9 C-3, November 7, 2002
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Internet Engineering Task Force (IETF) - The cooperative organization that coordinates and 
sets standards for the Internet. See http://www.ietf.org/.

Inbound - A TCP/UDP connection that originates from outside the enclave to inside the 
enclave.

Information Assurance (IA) - Measures that protect and defend information and 
information systems by ensuring their availability, integrity, authentication, confidentiality, 
and non-repudiation. This includes providing for restoration of information systems by 
incorporating protection, detection, and reaction capabilities.

Internet Control Messaging Protocol (ICMP) - See IETF RFC 792.

Legacy Systems - Systems that are candidates for phase-out, upgrade, or replacement. 
Generally legacy systems are in this category because they do not comply with data 
standards or other standards. Legacy system workloads must be converted, transitioned, or 
phased out.

Local Area Network (LAN) - A local network of users, systems, wiring, switching, and 
ancillary devices which is established under a single administrative control to provide 
network services. A LAN is typically no larger than a single building. When several LANs 
are interconnected under a single broad administrative control they form a Campus Area 
Network (CAN) or a Metropolitan Area Network (MAN). A CAN or MAN is normally the 
largest increment of a network that does not require WAN connections to communicate 
between elements.

Non-Classified Internet Protocol Router Network (NIPRNET) - The data communications 
component of the DISN used for unclassified but sensitive data.

Outbound - A TCP/UDP connection that originates from inside the enclave to outside the 
enclave.

Port - A logical point of connection, most especially in the context of TCP (Transmission 
Control Protocol) and UDP (User Datagram Protocol), which is part of the TCP/IP protocol 
suite developed for what we now know as the Internet. As recorded with IANA, ports are 
identified as being in three categories: Well-Known Ports, Registered Ports, and Private or 
Dynamic Ports. The System (Well-Known) Ports are those from 0 through 1023. The User 
(Registered) Ports are those from 1024 through 49151. The Dynamic and/or Private Ports are 
those from 49152 through 65535. See http://www.iana.org/assignments/port-numbers. 

Port Number - In Internet protocol networks, such as the Internet and DoD’s NIPRNET and 
SIPRNET, a port is an integer number assigned to a logical network service to differentiate 
and direct appropriate requests, contained in incoming traffic, to that specific service running 
on a host computer.

Port Redirection - System architects sometimes choose to use a known application service on 
a numbered port other than the well-known port. The router, firewall, or proxy at the enclave 
boundary will redirect packets recognized as appropriate to an alternate port on the target 
system inside the enclave.
10 C-3, November 7, 2002
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Protocol - Agreed-upon methods of communications used by computers. A specification that 
describes the rules and procedures that products should follow to perform activities on a 
network, such as transmitting data. If they use the same protocols, products from different 
vendors should be able to communicate on the same network. Within the context of this 
document, protocol refers to the Internet protocols numbered 0 to 255 listed in IANA, found 
on the Web at http://www.iana.org/assignments/protocol-numbers. Their use is described 
in [RFC952]

Protocol Services - Any function performed by a protocol for example send, receive, routing, 
etc.

Request for Comment (RFC) - The standard publication used by the IETF to publish 
proposed and finalized standards for the Internet. See http://www.ietf.org/rfc.html.

Relay - Any device that does not provide a direct line of communications through the 
firewall (e.g., secure server).

Risk Assessment - The process of identifying program risks within risk areas and critical 
technical processes, analyzing them for their consequences and probabilities of occurrence, 
and prioritizing them for handling.

Service - A process or application that runs on a server and provides some benefit to a 
network user. In the IANA listing of ports at http://www.iana.org/assignments/port-
numbers the Service (as used here) is referred to as a server process, and is identified by a 
Keyword (e.g. ftp) and a Description (e.g. File Transfer). Note that many server processes or 
services use the word “protocol” in their name. It is important to be clear in context when 
“protocol” refers to an Internet Protocol (e.g. TCP) or is part of the name of a service.

System - The organization of hardware, software, material, facilities, personnel, data, and 
services needed to perform a designated function with specified results, such as the 
gathering of specified data, its processing, and delivery to users. 2. A combination of two or 
more interrelated pieces of equipment (sets) arranged in a functional package to perform an 
operational function or to satisfy a requirement.

Transmission Control Protocol (TCP) - See IETF RFC793.

Threat - The means through which the ability or intent of a threat agent to adversely affect an 
automated system, facility, or operation can be manifest. A potential violation of security.

User Datagram Protocol (UDP) - See IETF RFC768.

Virtual Private Network (VPN) - a physically disparate set of networks that share a common 
security perimeter and policy through secured internetwork communication.

Vulnerability - A weakness in automated system security procedures, administrative 
controls, physical layout, internal controls, and so forth, that could be exploited by a threat to 
gain unauthorized access to information or disrupt critical processing.
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Vulnerability Assessment - Systematic examination of an AIS or product to determine the 
adequacy of security measures, identify security deficiencies, provide data from which to 
predict the effectiveness of proposed security measures, and confirm the adequacy of such 
measures after implementation in a network-centric environment.

Wide Area Network (WAN) - A physical or logical network that provides capabilities for a 
number of independent devices to communicate with each other over a common 
transmission-interconnected topology in geographic areas larger than those served by local 
area networks. The Internet and DoD’s NIPRNET are examples of a WAN.

9 DESIGNATED PORTS, PROTOCOLS AND SERVICES

ICMP Messages

ICMP Message Number ICMP Message name Configuration recommendation

0 Echo Reply Allow outbound only

3 Destination Unreachable Allow outbound only

4 Source Quench Allow both directions

8 Echo Request Allow outbound only

11 Time exceeded Allow inbound only

12 Parameter problem Allow both directions
12 C-3, November 7, 2002
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/C
C

 96-01 D
en

ial of S
ervice

D
iscard

9
T

C
P

; 
U

D
P

R
ed

D
en

y
D

en
y

S
ystat

11
T

C
P

 
U

D
P

R
ed

D
en

y
D

en
y

D
aytim

e
13

T
C

P
; 

U
D

P
R

ed
D

en
y

D
en

y
S

ee C
E

R
T

/C
C

 96-01 D
en

ial of S
ervice

N
etstat

15
T

C
P

 
U

D
P

R
ed

D
en

y
D

en
y

q
otd

17
T

C
P

; 
U

D
P

R
ed

D
en

y
D

en
y

M
S

P, v2
18

T
C

P
R

ed
D

en
y

D
en

y

C
h

argen
19

T
C

P
; 

U
D

P
R

ed
D

en
y

D
en

y
S

ee C
E

R
T

/C
C

 96-01 D
en

ial of S
ervice (U

D
P

)

FT
P

-(p
assive 

D
ata Tran

sfer 
P

rocess at clien
t)

20,21
T

C
P

R
ed

D
en

y
D

en
y

- D
en

y
- D

en
y

W
h

en
 th

e ftp
 system

 (w
h

eth
er server or u

ser 
(clien

t) in
sid

e an
 en

clave allow
s th

e extern
al ftp

 
system

 to in
itiate d

ata tran
sfer on

 th
e d

ata p
ort, 

th
en

 it is n
ot p

ossib
le for th

e en
clave firew

all to 
estab

lish
 a session

 record
 in

itiated
 b

y a k
n

ow
n

 
in

tern
al system

. S
ee th

e d
iscu

ssion
 of D

M
Z

 
u

sage for ftp
 an

d
 h

ttp
 servers.
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FT
P

-(active D
ata 

Transfer P
rocess 

at client)

20,21
T

C
P

; 
U

D
P

Yellow
D

eny
A

llow
- D

eny
- A

llow
In ord

er for firew
alls to establish session record

s 
based

 on internal initiators, all ftp
 d

ata transfer 
sessions m

u
st begin from

 insid
e the enclave. T

his 
requ

ires the ftp
 u

ser system
 in the enclave to 

op
erate in active D

T
P

 m
od

e, send
ing the PA

SV
 

com
m

and
 to the server. See the d

iscu
ssion of D

M
Z

 
usage for ftp and

 http
 servers.

FT
P

 is w
ell know

n in the secu
rity com

m
u

nity to be 
a highly vu

lnerable d
ata service. T

he ad
visory 

com
m

ittee also recognizes that it is a central d
ata 

service to a large nu
m

ber of essential A
IS 

im
p

lem
entations in D

oD
. A

IS m
anagers w

ho rely 
on raw

 telnet are strongly u
rged

 to engineer 
rep

lacem
ent d

ata com
m

u
nication p

rocesses of 
higher secu

rity as soon as possible.

SSH
22

T
C

P
Yellow

C
ond

A
llow

-
 A

llow
 inbou

nd
 to only 

au
thorized

 servers
- A

llow

Telnet
23

T
C

P
Yellow

C
ond

A
llow

-
 A

llow
 inbou

nd
 to only 

au
thorized

 servers
-

A
llow

 outbound
 from

 only 
au

thorized
 servers

-
Strong A

u
thentication

-
R

elay

- A
llow

Telnet is w
ell know

n in the secu
rity com

m
u

nity to 
be a highly vu

lnerable d
ata service. T

he ad
visory 

com
m

ittee also recognizes that it is a central d
ata 

service to a large nu
m

ber of essential A
IS 

im
p

lem
entations in D

oD
. A

IS m
anagers w

ho rely 
on raw

 telnet are strongly u
rged

 to engineer 
rep

lacem
ent d

ata com
m

u
nication p

rocesses of 
higher secu

rity as soon as possible.

SM
T

P
25

T
C

P
Yellow

C
ond

C
ond

-
 A

llow
 inbou

nd
 to only 

au
thorized

 servers
- R

elay

T
im

e
37

T
C

P
; 

U
D

P
R

ed
D

en
y

D
en

y
S

ee C
E

R
T

/C
C

 96-01 D
en

ial of S
ervice (U

D
P

).

W
hois

43
T

C
P

; 
U

D
P

R
ed

D
en

y
D

en
y

N
icknam

e 
(w

hois)
47

T
C

P
Yellow

D
eny

D
eny

p
erm

it to sp
ecific server, relay

N
etw

ork and
 secu

rity ad
m

inistrators requ
ire 

access to w
hois inform

ation.

L
ogin host 

p
rotocol

49
T

C
P

Yellow
C

ond
C

ond
TA

C
A

C
S P

lu
s to secu

re 
passw

ord
TA

C
A

C
S P

lu
s to secu

re 
passw

ord
R

FC
 1700 TA

C
A

C
S

R
E

-M
ail-C

K
50

T
C

P
; 

U
D

P
R

ed
D

en
y

D
en

y

S
ervices

P
orts

P
rot

D
esign

ation
P

olicy
C

on
d

ition
s

C
om

m
en

ts

In
O

u
t

In
O

u
t
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D
N

S
53

T
C

P
; 

Yellow
C

ond
C

ond
- source/

d
estination IP

 
restricted
- R

elay
- split-D

N
S

- source/
d

estination IP
 

restricted
- R

elay - split-D
N

S

D
N

S
53

U
D

P
Yellow

C
ond

C
ond

- R
elay

- R
elay

D
N

SSE
C

53
T

C
P

; 
U

D
P

G
reen

D
eny

C
ond

- D
eny

- R
elay

B
ootp

s
67

T
C

P
; 

U
D

P
R

ed
D

en
y

D
en

y

B
ootp

c
68

T
C

P
; 

U
D

P
R

ed
D

en
y

D
en

y

T
ftp

69
T

C
P

/
U

D
P

R
ed

D
en

y
D

en
y

G
op

her
70

T
C

P
Yellow

D
eny

C
ond

- D
eny

- R
estrict to d

estination 
d

om
ain

U
sed

 to access the C
ongressional G

op
her Server

N
E

T
R

JS
71-74

T
C

P
; 

U
D

P
R

ed
D

en
y

D
en

y

Fin
ger

79
T

C
P

R
ed

D
en

y
D

en
y

See C
E

R
T

/
C

C
 A

d
visory 93-04 and

 D
O

D
 C

E
R

T
 

B
u

lletin 93-06.

H
T

T
P

80
T

C
P

G
reen

D
eny

C
ond

- D
eny

- R
elay

P
lace http

 servers in D
M

Z
R

equ
ire the u

se of ap
p

lication layer p
roxy to m

ore 
effectively control the u

se of this p
rotocol.

L
IN

K
87

T
C

P
R

ed
D

en
y

D
en

y

K
erberos

88
T

C
P

/
U

D
P

Yellow
C

ond
C

ond
- source/

d
estination IP

 
restricted

- source/
d

estination IP
 

restricted

S
u

p
d

u
p

95
T

C
P

R
ed

D
en

y
D

en
y

H
ostn

am
e

101
T

C
P

R
ed

D
en

y
D

en
y

M
TA

102
Yellow

C
ond

C
ond

- A
llow

 inbou
nd

 to only 
au

thorized
 servers

-
R

estrict by Sou
rce IP

-
R

estrict by D
estination IP

-
N

A
T

 off

X
.500

102
T

C
P

Yellow
C

ond
C

ond
- A

llow
 inbou

nd
 to only 

au
thorized

 servers
-

R
estrict by Sou

rce IP
-

R
estrict by D

estination IP
-

N
A

T
 off

X
.400

104
T

C
P

Yellow
C

ond
C

ond
- A

llow
 inbou

nd
 to only 

au
thorized

 servers
-

R
estrict by Sou

rce IP
-

R
estrict by D

estination IP
-

N
A

T
 off

R
T

E
L

N
E

T
107

T
C

P
; 

U
D

P
R

ed
D

en
y

D
en

y

P
O

P
-2

109
T

C
P

R
ed

D
en

y
D

en
y

S
ee C

E
R

T
/C

C
 A

d
visory 98-11, 98-07, 97-09.

S
ervices

P
orts

P
rot

D
esign

ation
P

olicy
C

on
d

ition
s

C
om

m
en

ts

In
O

u
t

In
O

u
t
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P
O

P
-3

110
T

C
P

R
ed

D
en

y
D

en
y

Su
n R

P
C

111
T

C
P

/
U

D
P

Yellow
C

ond
C

ond
- R

estrict by Sou
rce IP

R
estrict by D

estination IP
- R

estrict by Sou
rce IP

R
estrict by D

estination IP
R

ecom
m

end
 im

p
lem

enting via V
P

N
.

A
u

th
113

T
C

P
R

ed
D

eny
D

eny
See D

O
D

 C
E

R
T

 B
u

lletin 95-43

SFT
P

115
T

C
P

R
ed

D
eny

D
eny

U
U

C
P

-p
ath

117
T

C
P

R
ed

D
eny

D
eny

See C
E

R
T

/
C

C
 A

d
visory 92-06.

N
N

T
P

119
T

C
P

 
Yellow

C
ond

C
ond

-
A

llow
 inbou

nd
 to only 

au
thorized

 servers
-

D
M

Z

-
R

estrict by d
estination 

d
om

ain
-

R
elay

N
T

P
123

T
C

P
/

U
D

P
Yellow

C
ond

C
ond

-
R

estrict by Sou
rce IP

-
R

estrict by d
estination 

d
om

ain

Statsrv
133

T
C

P
R

ed
D

eny
D

eny
See C

E
R

T
/

C
C

 A
d

visory 97-26 and
 D

O
D

 C
E

R
T

 
B

u
lletin 96-12.

M
S-R

P
C

135
T

C
P

; 
U

D
P

R
ed

D
eny

D
eny

N
etB

IO
S

137-
139

T
C

P
; 

U
D

P
R

ed
D

eny
D

eny

IM
A

P
2

143
T

C
P

R
ed

D
eny

D
eny

See C
E

R
T

/
C

C
 98-11, 98-07.

SN
M

P
161

T
C

P
/

U
D

P
Yellow

C
ond

C
ond

- R
estrict by Sou

rce IP
- R

estrict by D
estination IP

- R
estrict by Sou

rce IP
- R

estrict by D
estination IP

C
onsid

er au
thentication by com

m
u

nity string 
IA

W
 D

oD
 p

assw
ord

 gu
id

ance
C

hange com
m

u
nity string to other than “p

u
blic” 

or “p
rivate”

SN
M

PT
R

A
P

162
T

C
P

/
U

D
P

Yellow
C

ond
C

ond
- R

estrict by Sou
rce IP

- R
estrict by D

estination IP
- R

estrict by Sou
rce IP

- R
estrict by D

estination IP

X
D

M
C

P
177

T
C

P
;U

D
P

R
ed

D
eny

D
eny

B
ord

er G
atew

ay 
Protocol

179
T

C
P

/
U

D
P

R
ed

D
eny

D
eny

A
s a rou

ting p
rotocol, should

 never p
ass through 

an enclave bou
nd

ary 

IR
C

194
T

C
P

R
ed

D
eny

D
eny

See C
E

R
T

/
C

C
 A

d
visory 94-14 and

 D
O

D
 C

E
R

T
 

B
u

lletin 93-33.

IM
A

P
3

220
T

C
P

R
ed

D
eny

D
eny

See C
E

R
T

/
C

C
 A

d
visory 98-11, 98-07, 97-09.

IC
I (C

M
O

S 
Interactive 
C

om
m

u
nications 

Interface)

251
T

C
P

Yellow
C

ond
C

ond
- R

estrict by D
estination IP

- R
estrict by D

estination IP
C

M
O

S Interactive C
om

m
u

nications Interface.

InfoC
onnect

256
T

C
P

Yellow
C

ond
C

ond
- R

estrict by D
estination IP

L
D

A
P

389
T

C
P

Yellow
C

ond
A

llow
- A

llow
 inbou

nd
 to only 

au
thorized

 servers
- A

llow

S
ervices

P
orts

P
rot

D
esign

ation
P

olicy
C

on
d

ition
s

C
om

m
en

ts

In
O

u
t

In
O

u
t
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L
D

A
P

390
T

C
P

Yellow
C

ond
A

llow
- A

llow
 inbou

nd
 to only 

au
thorized

 servers
- A

llow

H
T

T
P

S
443

T
C

P
G

reen
C

ond
C

ond
- A

llow
 inbou

nd
 to only 

au
thorized

 servers
- R

elay
SSL

 &
 T

L
S im

p
lem

entation for http

M
icrosoft D

S
445

T
C

P
/

U
D

P
R

ed
D

eny
D

eny
-

IP
SE

C
 

N
egotiation

500
U

D
P

Yellow
C

ond
C

ond
-

A
llow

 inbou
nd

 to only 
au

thorized
 servers

- R
estrict by Sou

rce IP
- R

estrict by D
estination IP

R
exec

512
T

C
P

R
ed

D
en

y
D

en
y

R
login

513
T

C
P

R
ed

D
en

y
D

en
y

S
ee C

E
R

T
/C

C
 A

d
visories 97-06, 95-15, 94-09.

R
w

h
o

513
U

D
P

R
ed

D
en

y
D

en
y

R
sh

514
T

C
P

R
ed

D
en

y
D

en
y

Ssyslog
514

U
D

P
Yellow

C
ond

C
ond

- A
llow

 inbou
nd

 to only 
au

thorized
 servers

- R
estrict by D

estination IP

L
P

D
 (P

rinting) 
L

P
R

515
T

C
P

Yellow
C

ond
C

ond
- A

llow
 inbou

nd
 to only 

au
thorized

 servers
- E

ncryp
ted

 over the W
A

N
- Transition

L
ine p

rinter sp
ooler. See C

E
R

T
/

C
C

 A
d

visories 97-
19, 95-15. 
D

efense Integrated
 M

anagem
ent E

ngineering 
System

 (D
IM

E
S)

Talk
517

U
D

P
R

ed
D

en
y

D
en

y
S

ee C
E

R
T

/C
C

 A
d

visory 97-04 an
d

 D
O

D
 C

E
R

T
 

B
u

lletin
 97-07.

N
talk

518
U

D
P

R
ed

D
en

y
D

en
y

R
P

C
530

T
C

P
; 

U
D

P
R

ed
D

en
y

D
en

y

U
U

C
P

540
T

C
P

R
ed

D
en

y
D

en
y

S
ee C

E
R

T
/C

C
 A

d
visory 92-06.

U
U

C
P

541
T

C
P

; 
U

D
P

R
ed

D
en

y
D

en
y

K
shell

544
T

C
P

/
U

D
P

Yellow
C

ond
C

ond
 

p
erm

it from
 sp

ecific clients/
perm

it to specific servers/
N

o N
A

T

N
N

T
P

(SSL
)

563
T

C
P

G
reen

D
eny

C
ond

-
A

llow
 inbou

nd
 to only 

au
thorized

 servers
-

D
M

Z

-
R

estrict by d
estination 

d
om

ain
-

R
elay

nntp
 p

rotocol over T
L

S/
SSL

 (w
as snntp

)

N
N

T
P

(SSL
)

563
U

D
P

G
reen

D
eny

C
ond

-
A

llow
 inbou

nd
 to only 

au
thorized

 servers
-

D
M

Z

-
R

estrict by d
estination 

d
om

ain
-

R
elay

nntp
 p

rotocol over T
L

S/
SSL

 (w
as snntp

)

Ip
p

631
T

C
P

G
reen

C
ond

C
ond

R
estrict by Sou

rce IP
R

estrict by D
estination IP

R
estrict by Sou

rce IP
R

estrict by D
estination IP

IP
P

 (Internet P
rinting P

rotocol)

Ip
p

631
U

D
P

G
reen

C
ond

C
ond

R
estrict by Sou

rce IP
R

estrict by D
estination IP

R
estrict by Sou

rce IP
R

estrict by D
estination IP

IP
P

 (Internet P
rinting P

rotocol)

S
ervices

P
orts

P
rot

D
esign

ation
P

olicy
C

on
d

ition
s

C
om

m
en

ts
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O

u
t
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L
D

A
P

S
636

T
C

P
; 

U
D

P
G

reen
D

eny
C

ond
- D

eny
-

 A
llow

L
D

A
P

 p
rotocol over T

L
S/

SSL
 (w

as sld
ap

).

L
D

A
P

S
637

T
C

P
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U
D

P
G

reen
D

eny
C

ond
- D

eny
-

A
llow

L
D

A
P

 p
rotocol over T

L
S/

SSL
 (w

as sld
ap

).

K
erberos 

kerberos-ad
m

749
T

C
P, 

U
D

P
Yellow

D
eny

D
eny 

p
erm

it from
 sp

ecific clients
-

 perm
it to specific servers

N
o N

A
T

ftp
s-d

ata
989

T
C

P
G

reen
C

ond
A

llow
R

estrict by Sou
rce IP

R
estrict by D

estination IP
-

A
llow

ftp
 p

rotocol, d
ata, over T

L
S/

SSL

ftp
s-d

ata
989

U
D

P
G

reen
C

ond
A

llow
R

estrict by Sou
rce IP

R
estrict by D

estination IP
-

A
llow

ftp
 p

rotocol, d
ata, over T

L
S/

SSL

Ftp
s

990
T

C
P

G
reen

C
ond

A
llow

R
estrict by Sou

rce IP
R

estrict by D
estination IP

A
llow

ftp
 p

rotocol, control, over T
L

S/
SSL

Ftp
s

990
U

D
P

G
reen

C
ond

A
llow

R
estrict by Sou

rce IP
R

estrict by D
estination IP

A
llow

ftp
 p

rotocol, control, over T
L

S/
SSL

Telnets
992

T
C

P
G

reen
C

ond
C

ond
R

estrict by Sou
rce IP

R
estrict by D

estination IP
R

estrict by Sou
rce IP

R
estrict by D

estination IP
telnet p

rotocol over T
L

S/
SSL

telnets
992

U
D

P
G

reen
C

ond
C

ond
R

estrict by Sou
rce IP

R
estrict by D

estination IP
R

estrict by Sou
rce IP

R
estrict by D

estination IP
telnet p

rotocol over T
L
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APPENDIX A
EVALUATION PROCESS

This guidance was developed by a technical advisory working group composed of 
representatives from the Joint Staff, DISA, NSA, the services and various CINCs, commands 
and agencies. Subsequently, this guidance was vetted through a formal DoD-wide review 
process. The working group used a discussion consensus approach, pooling knowledge on 
known vulnerabilities and modes of operation of the listed PPS. There was no new 
laboratory testing of vulnerabilities or mitigation techniques for this category assignment 
process. However, many of the participants brought knowledge and experience with prior 
security testing in their organizations’ laboratories. While the working group focused on the 
technical issues of risk, there was some discussion of active use of many of the PPS by 
specific applications or systems on the NIPRNET. Therefore, in some cases the fact that a PPS 
is known to be essential to the operation of one or more applications influenced the 
assignment to the Yellow category, with appropriate mitigation techniques. 

General Evaluation Principals

The primary evaluation principle considered was security risk. Risk was considered to be 
the vulnerabilities inherent in the use of the protocol and the application or service that uses 
the protocol combined with the risk that an adversary would attempt to exploit the 
vulnerability. Since little can be done from a security engineering perspective to affect the 
threat to a protocol or service, the focus of the analysis was on the vulnerability. 
Vulnerabilities can arise from many factors including poor identification, authentication or 
encryption, a lack of auditing, excessive privileges, or incomplete programming. Selected 
services should have very few if any well-known vulnerabilities. It is also desirable that the 
application using the specific service or protocol be small enough to be audited for security 
vulnerabilities. The actual table of PPS technical guidance can be found at Section 0 of this 
document and at http://www.cert.smil.mil.

When evaluating the PPS list, the technical working group used a number of general 
principles for operations of vulnerable data communication. Those principles include the 
following.

1. Identification and Authentication

Strong identification and authentication (I&A) is a fundamental security service that 
should be part of any protocol or service that traverses a security domain. Strong I&A can be 
defined as a method for ensuring the user or system can be irrefutably enumerated and that 
there is are mechanisms in place to make it extremely difficult for any other person or system 
to imitate the presentation of the credentials required for the transaction. Strong I&A should 
avoid the use of clear text transactions or the use of reusable authentication tokens. The I&A 
can be acceptable provided it takes place in any layer in the OSI stack, however if the 
protocol or service is to be filtered at the network or transport layer, there should be a 
mechanism in place to verify the protocol.
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2. Encryption

Strong encryption should be part of any network connection that takes place across an 
untrusted network. Since this discussion is directed at considering network traffic that 
crosses a security perimeter, it is reasonable to expect that all traffic should be encrypted. In 
some cases, like e-mail, it may be desirable to only have the option of encrypting the traffic if 
and when it is necessary, for example using PKI. However, any encryption that is used 
should meet the robustness requirements of Reference 1.2.

3. Least Privileges

The application that is listening for a specific port or protocol should use as few 
privileges as possible. By embracing this principle it makes it more difficult for an attacker to 
directly gain privileged access to a system by exploiting vulnerability in the service. It can 
also increase the intrusion detection window by forcing an intruder to go through more steps 
to gain full access to a system.

4. Auditing

When it is necessary to allow traffic to cross a security perimeter, it is very desirable to 
ensure there is some level of audit present on the system that is likely to be targeted for 
attack. This can help prevent brute force attacks from being successful since the attacks can 
be detected well before they can correctly guess the password or cryptographic key. Auditing 
can also be helpful in detecting successful or failed attacks in progress.

5. Identified Vulnerabilities 

There should always be some consideration given to whether or not there are any 
existing vulnerabilities in the application that will be used to accept connection from outside 
the security perimeter. If an application has a history of programming mistakes on the part of 
the developer, one could conclude that there may be additional vulnerabilities in current or 
future releases, and it may be undesirable to allow connections from untrusted sources. 
Clearly, some effort could be made to verify the listening applications have been correctly 
patched, however if the location at which security policy is being enforced is such that it is 
not practical to verify the state of all internal applications, then it may not be appropriate to 
allow the traffic to traverse the domain boundary. 

6. Software Security Functional Audit 

In general, the larger an application is, the more likely it is to include some programming 
error that could affect the security of the application. The smaller a program is the more likely 
it can be verified to function correctly by either the developer or, in some cases, the open 
source community or NIAP certified evaluation facility. Some consideration should be given 
to the size of the application that is accepting connections from untrusted source when 
determining whether or not it is prudent to allow the service across the security perimeter.
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